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A little-known PDF flaw in a parsing library that was originally discovered six years ago is present in many contemporary file viewers and could create issues for users.


German software developer Andreas Bogk found the original flaw in a PDF parsing component that forms part of the Linux-based document viewing app Evince, reported Bleeping Computer. Bogk, who presented his original research at the 2011 Chaos Communication Camp, helped Evince to resolve the bug.


However, additional research by fellow German developer Hanno Böck recently showed the vulnerability is still an issue in other apps six years later. 


Discovering the PDF Flaw


Bogk’s original research from 2011 highlighted how PDF files that cross-referenced internal xref tables would create a continuous loop. This loop would devour local computing resources, leading to the consumption of available memory and the inevitable crashing of the Evince app.


Little attention was paid to the flaw six years ago, reported Bleeping Computer. The bug was not considered a critical security issue, and it was believed that the vulnerability was limited to Evince. However, Böck recently undertook a period of testing, using a basic security technique known as fuzzing, and found the bug in many other popular PDF viewers.


Böck said in a blog post on The Fuzzing Project that he uses fuzzing on a regular basis. The security technique relies on the input of huge amounts of random data to test the responses of a program and to seek out vulnerabilities. Böck said that he regularly reports fuzzing-related bugs and always shares the sample file that initiates the flaw.


Taking Note of Affected Platforms


Böck reiterated that the PDF vulnerability should not be viewed as a significant security concern. However, he also said that the flaw is undesirable and should be fixed — and found it remarkable that a six-year-old bug is still affecting many popular PDF viewers.


In his blog post, Böck said that affected platforms include Mozilla Firefox, Google Chrome, Microsoft Edge and Ghostscript. Böck reported the flaw to the manufacturers of affected products, and these firms are currently creating and deploying patches, Bleeping Computer noted. Adobe Reader and Apple’s OS X internal PDF viewer were unaffected.

Building More Secure Products


While it is good news that some products are unaffected, news of the flaw raises long-standing concerns about information security practices. According to Böck, establishing security concerns often relies on rediscovering old flaws.


He suggested that, as standard practice, manufacturers that maintain affected software should use the bug-triggering sample, known as Bogk loop bug, in their test suites. He added that manufacturers could also reach out to competitors and check for errors in their test suites.

IT managers and users should be aware of the flaw highlighted by Böck and look out for fixes. Manufacturers should also take steps to find long-term fixes for historical vulnerabilities.
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                        Audio-jacking: Using generative AI to distort live audio transactions

                        
                                7 min read - While the evolution of LLMs mark a new era of AI, we must be mindful that new technologies come with new risks. Explore one such risk called "audio-jacking."                        
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                        The compelling need for cloud-native data protection

                        
                                4 min read - Cloud environments were frequent targets for cyber attackers in 2023. Eighty-two percent of breaches that involved data stored in the cloud were in public, private or multi-cloud environments. Attackers gained the most access to multi-cloud environments, with 39% of breaches…                        

                  
            

      

      
            
            
                                  
                    
                    
                
            

            
            
            
                  
                                                                  
                              Adversary Services  
                        

                                    
                  
                        February 29, 2024                  
                  
                  
                        CVE-2023-20078 technical analysis: Identifying and triggering a command injection vulnerability in Cisco IP phones

                        
                                7 min read - CVE-2023-20078 catalogs an unauthenticated command injection vulnerability in the web-based management interface of Cisco 6800, 7800, and 8800 Series IP Phones with Multiplatform Firmware installed; however, limited technical analysis is publicly available. This article presents my findings while researching this…                        
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                            New Fakext malware targets Latin American banks                        

                        
                              6 min read - This article was made possible thanks to contributions from Itzhak Chimino, Michael Gal and Liran Tiebloom. Browser extensions have become integral to our online experience. From productivity tools to entertainment add-ons, these small software modules offer customized features to suit individual preferences. Unfortunately, extensions can prove useful to malicious actors as well. Capitalizing on the favorable characteristics of an add-on, an attacker can leverage attributes like persistence, seamless installation, elevated privileges and unencrypted data exposure to distribute and operate banking…                        
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                            Why federal agencies need a mission-centered cyber response                        

                        
                              4 min read - Cybersecurity continues to be a top focus for government agencies with new cybersecurity requirements. Threats in recent years have crossed from the digital world to the physical and even involved critical infrastructure, such as the cyberattack on SolarWinds and the Colonial Pipeline ransomware attack. According to the IBM Cost of a Data Breach 2023 Report, a breach in the public sector, which includes government agencies, is up to $2.6 million from $2.07 million in 2022. Government agencies need to move…                        
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                            From federation to fabric: IAM’s evolution                        

                        
                              15 min read - In the modern day, we’ve come to expect that our various applications can share our identity information with one another. Most of our core systems federate seamlessly and bi-directionally. This means that you can quite easily register and log in to a given service with the user account from another service or even invert that process (technically possible, not always advisable). But what is the next step in our evolution towards greater interoperability between our applications, services and systems?Identity and…                        
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